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INTRODUCTION
Digital open access is an important area of concern among the library and information science (LIS) community, as well as for transparency and open government initiatives.
1 Digital access to government information, particularly access to government-funded research results, is a contentious area where government accountability and LIS interests in public access overlap, with significant implications for research practice and the public interest. As policies and technologies to facilitate or prevent access have evolved, certain areas of government have put forth more effort to increase access than others; for example, biomedical research funded by the National Institutes of Health (NIH) has been made available to a considerable extent under the Public Access Policy through PubMed Central. rather than theory, to understand compliance and the scope of information classification for security implications, which is a broad and vague method sometimes employed to block access.
9

Research Questions
Before research can be conducted to evaluate these issues in the context of DoD, NSA, and DoSfunded research, a thorough understanding of the concepts must be developed. By analyzing prior research on open access to government information, publicly-funded research, and domain-specific publications, particularly in the developed area of biomedical research open access, it will be possible to answer the following questions:
1. How do policy and technology interact to affect access to government information? Questions 1 through 4 provide insight into approaches to and methods of analysis for other domains of access to publicly-funded research. Question 5 is critical for illustrating the particular qualities of information in the domain of interest.
This analysis will provide insight into why defense, security, and foreign policy access adaptations and limitations differ from other domains. This will not only identify specific gaps, but will also culminate in a conceptual framework to be applied to research design and analysis of digital open access to research publications and results.
LITERATURE REVIEW How Policy and Technology Interact to Affect Access to Government Information
Policy has driven some of the largest technological innovations, for example ARPANET as the Internet's precursor, and technology has driven significant policy changes. interactions between these spheres and constructs are of extensive scholarly and public debate. The consideration of legal policy implications is critical to the design of compliant and usable information technologies, particularly in support of information access. Privacy, security, intellectual property, and federal standards must be balanced with technical possibilities and financial constraints for accuracy and accessibility.
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Policy constraints on technology have an impact on government information because detailed, and sometimes conflicting, policies from multiple levels of authority govern information management. 12 Furthermore, technology increases information networking, sharing, and access, which require increased precision in carefully defining information parameters and management. 13 The dynamics of the policy and technological context of government information have been evaluated to identify a variety of interactions; current representation of practice and scholarship can be merged, as illustrated in Figure 1 below. What this diagram indicates is complexity, dynamics, and imposition of authority in the context of government information. Very few relationships or interactions are bidirectional, which limits feedback and enforcement of accessible information values. 
How Open Access Models of Government Provide Access to Publicly-Funded Research
Within this complex policy and technology environment, the process of making government information more accessible is highly controlled and contentious, particularly with respect to information with security implications or highly valuable internal information. Collins; Carr, Henchal, Wilhelmsen, and Carr. information subject to freedom of information laws as the subject of non-compliance complaints is high. 16 Collins reviewed the literature on open access to government information and research; a dominant theme is the complexity and the counterbalancing interests. Interestingly, Collins found that the NIH mandate brought the greatest institutional support to the movement.
17
Research has also validated the claim that the open access environment is complex; Marcial and Hemminger sampled science data repositories, including government repositories, and found that sponsorship complicates access because bureaucratic checks create complex multistep processes, necessary to make government information accessible through a single agency.
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With six-to seven-step sequences, there is a high probability of failure through limiting, intervening variables. The implementation process is conserved whether an agency or Congress initiates the implementation process.
19
Once a project is openly accessible, not all information qualifies for access. Sprehe illustrated the breadth of government information inaccessibility under access to information laws, freedom of information acts, and open access initiatives. Information is characterized as inaccessible, accessible, disclosed, or disseminated, with an increasingly active agency role and increasingly passive public role in receiving information as the classification moves toward disseminated.
20
The classifications and constructs surrounding government open access initiatives apply to publiclyfunded research, as a subdomain of government information, despite information not always being directly controlled by government.
21
Open access initiatives originate with government interests in funding basic research; ERIC and MEDLINE began in the early 1960s and serve as durable open access initiatives for publicly-funded research publications. 22 Suber reviewed open access initiatives in the Unites States, identifying the most significant developments. The review included a number of institutional and organizational repositories, in addition to federal initiatives: arXiv, a Los Alamos National Laboratory initiative; PubMed Central, 16 Susan Nevelow Mart, "The Internet's Public Domain: Access to Government Information on the Internet," Journal of Internet Law 12, no. 9 (Mar. 2009 Pressure to apply open government standards to research results was brought to bear in part by taxpayer advocates, the legal community, and researchers who saw the success of the NIH initiative. 25 Kramer documents the interest of the physics community to benefit from open access, based in part on their desire to increase dissemination despite receiving DoD funding for many projects.
26
It will be important to study national science infrastructures in development as legislation is implemented.
27
Limitations of Models for Open Access
Within the complex and interacting policy and technical environments, a nested construction of contexts explains the origins of limitations to open access models. As biomedical research access has been studied extensively, though not comprehensively, analysis of NIH-funded research and access to results and publications in this domain is well understood in terms of success and failure, infrastructural details, scope, and accessibility. 35 In synthesis, the overarching levels of analysis for evaluation focus on policy, implementation, and technologies associated with open access initiatives. These levels are based on the identified limitations and barriers, as well as the construction and design of projects. Intersecting these levels, consistent major evaluation areas include: success and failure indicators, significant aspects of infrastructure, scope of access and projects, and accessibility issues and advantages. The matrix in (2004) The specific parameters of each of the major constructs depicted in Figure 3 are presented in Tables  1-4 below, as concise guides for framing future research based on known concepts. The infrastructure discussed in Table 2 Scope, as discussed in Table 3 above, identifies factors differentiating between categories of information within open access models. Stakeholders, disciplines, cultures, and overlapping spheres exert influence and interests which compete for control of information. Restrictions are the product of these competing interests and jurisdictions. Issues of accountability, of the other hand, provide some respite from competition for control, rather than access. There are advantages to both approaches, yet they are complimentary. Based on analysis of the literature, a comprehensive approach may lie in synthesis, as proposed in Figure 4 below.
Figure 4: Proposed Integration for Research Design
Differences in Access to Biomedical and Security Information
In order to apply the proposed model for limitations (see Figure 2 above) through the proposed research design (see Figure 4 above) in terms of the analysis framework identified in Tables 1-4 above, it is important to consider that the distinctions between information that is medically and biologically relevant and information with security implications must also be evaluated, because the respective contexts and regulatory environments are very different.
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National security issues have long been the subject of additional scrutiny and special treatment; there is considerable tension between open access and security interests. Biomedical research funded by the NIH is subject to mandatory open access, following a brief embargo period. 50 Conversely, Hackney details the intense information security constructs that maintain integrity, confidentiality, and accountability for disclosure within the DoD. Specifically in the context of research funded by the DoD, staff, contractors, military, and researchers all need access, yet access to each document by each individual must follow a certification and accreditation process, with ongoing reporting, to acquire information. 51 Yeager concludes that the government controls data, funds, and research agendas, thereby assuming and exerting control over the information, despite freedom of information requests to make research results (and the associated documents) available.
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The approaches toward information control and dissemination pose sharp distinctions, yet similarities and areas of convergence do exist; Faden and Karron provide a concise explanation of biosecurity issues in research that overlaps national strategic interests and biomedical research. The research that prompted their article was on the H1N1 strain of influenza, which implicates questions of global security, public health, and the integrity of science.
53
This case raises serious questions, which should be the subject of future research, about how appropriate access can be granted and what interests are legitimate to counter public interests in open information. The tradeoff between national security and public access is visible beyond research results, in the larger sphere of government information.
54
Tradeoffs are evident throughout the literature between access and security, privacy, or control.
55
Classifications seek to protect the competing interests against access, 56 and government information classifications are contentious. Cuillier, Duell, and Joireman analyze security classifications of information in terms of Terror Management Theory, arguing that the public consents to security arguments because of fear. However, transparency has been shown to protect democracy by enlightening the public rather than threatening security; accurately, what is more threatened is control. 57 Jaffer explains how mosaic theories are justified internally, rather than publicly; the Mosaic Theory holds that aggregation of innocuous information poses a macro-level information threat, and therefore information must be classified. Mosaic approaches to classification are broad and justify information withholding, barriers, non-integration, and suppression.
58
Government information, regardless of department or agency, is categorized as either classified, limited distribution; unclassified, limited distribution; or unclassified, unlimited distribution. Information of a classified nature or of limited distribution is safeguarded by the Defense Technical Information Center, through which registration or certification and accreditation may be obtained to access information if the seeker meets requirements. 59 Table 7 below illustrates information accessibility based on classifications, as aggregated from the literature. 52 Yeager. 53 Faden and Karron. 54 Klein and Schwalb. 55 Aftergood; Cuillier, Duell, and Joireman; Herrick; Federal Library and Information Center Committee. 56 Aftergood; Cuillier, Duell, and Joireman; Herrick; Klein and Schwalb. 57 Cuillier, Duell, and Joireman. 58 Jaffer. 59 Klein and Schwalb. Of particular interest within this matrix are unauthorized, inadvertent, and unintentional disclosures of government information. Aftergood discusses over-classification and secrecy of government information as evident and observable in the aforementioned circumstances. Future research should seek to examine this information to understand how much is over-classified or mis-classified; the Government Accountability Office estimates this to be in the 80-90% range but provides no precise numbers.
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Following September 11, 2001 , security concerns increased significantly. Increasingly, environmental and health information -which are "right to know" areas -have seen diminished access because risk characterization factors identified by the Department of Homeland Security have increased the perception of risk, resulting in the removal of information.
62
This implies increased tension between funding agencies and researchers in these areas of critical development. Differences in interests extend beyond the scope of the research into priorities in protecting information, protecting public access rights, and compliance with classifications of information.
With respect to the H1N1 research discussed by Faden and Karron, 63 the magazines Science and Nature agreed to redact security-sensitive information in publicly-funded research in exchange for mechanisms to make the broader findings available to researchers, which represents a balance 60 Faden and Karron. between meeting information needs and protecting security. Concerns about bioterrorism were balanced with the need to develop better understanding of a particular viral strain in order to protect public health. Cooperation and coordinated efforts are critical to meeting the information needs when security issues are present, and are required for a workable compromise in an environment of increased tension.
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This balance is not well understood and the lack of access to research with security implications, which supports future security research and legitimate interests, must be further studied.
This case represents a tradeoff between stakeholder interests and points toward future solutions in which those who seek access are able to meet their information needs while those who seek to protect public interests are able to keep volatile information secure. Compromise between different legitimate public interests in order to best facilitate safety and information diffusion is the significant problem that practically builds upon the foundational ideological debate between security and freedom of information, as well as the theoretical issues in meeting scholarly information needs.
CONCLUSIONS
This article identifies methods, concepts, and approaches for analysis of open access to publiclyfunded research, synthesizing them into a useable framework. It is important that this be applied because more rigorous analysis of open access is necessary for emerging initiatives, as the emphasis has thus far been on biomedical research. Research with security implications is a particularly interesting and significant domain, both because of the historic contentiousness associated with strategic military and defense information, and the evolving classifications for this information and its importance to researchers who must have access to previous research.
Follow-up research needs to explore how policy and technology interact to shape access to the results of publically-funded research with security implications, current tensions between legitimate security interests and the collaborative needs of researchers in secure domains, and how these tensions can be managed. In developing an understanding of these relationships and the current status of needs, practical solutions can be developed in an informed manner. Future scholarship should also adopt an integrated socio-technical perspective because narrow, domain-specific approaches do not fully assess the dynamic interactions between policy and technology to both restrict and expand access.
This area of scholarship reflects interdisciplinary concerns. Open access and increased access to information are concerns that have been the focus of considerable research efforts.
personal, and legal information seeking.
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These implications are understood by agencies that make information policy, and dialogue in government on information access has long been informed by perspectives from library and information science.
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Library and information science fundamentally deals with improving access to resources for those with information needs, particularly emphasizing technology as a mechanism for improvement.
68
Coming from this perspective to integrate previous research on open access, digital access, and access to publicly-funded research allows for balanced consideration of the needs of the various stakeholders involved and provides a user-oriented frame of reference to solve an information control and provision problem with significant practical implications, in addition to being a contentious ideological debate. Subsequent research should illustrate levels of access and reveal where improved compliance with policy is necessary for access to publicly-funded research with defense, national security, and foreign policy implications. 66 Collins; Baldwin and Rice; O'Keeffe, Willinsky, and Maggio; Rao and Singh; Bélanger and Carter. 67 Federal Library and Information Center Committee. 68 Doctor.
